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Abst r act

Background. As described in the Institute of Medicine' s
Crossing the Quality Chasmreport, the quality of health
care in the U S. today |eaves nuch to be desired.

Di scussion. One mmjor opportunity for inproving quality
relates to increasing the use of information technol ogy, or
| T. Health care organizations currently invest less in IT
than in any other information-intensive industry, and not
surprisingly current systens are relatively primtive,
conpared with industries such as banking or aviation.
Nonet hel ess, a nunber of organi zati ons have denonstrat ed
that quality can be substantially inproved in a variety of
ways if IT use is increased in ways that inprove care
Specifically, conputerization of processes that are error-
prone and conputerized decision support may substantially
i nprove both efficiency and quality, as well as
dramatically facilitate quality neasurenment. This report
di scusses the current levels of IT and quality in health
care, how quality inprovenent and nmanagenent are currently
done, the evidence that nore IT m ght be hel pful, a vision
of the future, and the barriers to getting there.

Summary. This report suggests that there are five key
policy domains that need to be addressed: standards,

incentives, security and confidentiality, professional



i nvol venent, and research, with financial incentives

representing the single nost inportant |ever.



Backgr ound
“l ndeed, between the health care that we now have, and the
health care we could have, lies not just a gap, but a
chasm” Crossing the Quality Chasm A New Health System

for the 21° Century[1]

When the Institute of Medicine recently assessed the
current state of affairs in U S. health care, they found it
to be substantially lacking in key areas.[1] The report’s
authors identified a nultitude of quality issues to be
addressed: conplex care is typically uncoordi nat ed,
information is often not available to those who need it
when it is needed, and as a result patients often do not
get care they need, or alternatively do get care they do
not need. A common thene underlying many of these quality
i ssues has been under-investnent in information technol ogy
i n heal thcare.

Di scussi on
I nformati on Technol ogy in Heal t hcare Today

Paynment issues, rather than clinical needs, have
driven nost investnment in IT in healthcare. Thus, billing
systens are generally nuch better than the clinical
systens. Furthernore, while the exact figure varies

dependi ng upon the survey, healthcare has invested at | east



50% | ess of its gross revenues in information technol ogy
than other information-intensive industries |like
banking.[2,3,4]. Furthernore, while banking has

i nternational standards for exchange of data, nedicine does
not. As a result, one can go to an automated teller in
Tokyo or Mdoscow and wi thdraw noney with a card, but going
to a healthcare provider in one of these |ocations with a
serious nedical issue would be a rather different

experi ence.

I n other industries, conpani es have used excell ent
informati on technol ogy as a conpetitive edge. For exanple,
American Airlines derived substantial benefit fromits
SABRE system which nmade it easy to determ ne which flights
were avail able, and to nmake reservations.[5] Simlarly,
Federal Express with its tracking system has an enviably
high level of reliability, which custoners have perceived
as extrenely val uabl e. [ 6]

Few sim | ar exanples exist in healthcare today. While
a few organi zati ons have what are perceived as “best-of-
breed” information systens (LDS Hospital and |nternountain
Health Care in Salt Lake City, Wshard Menorial Hospita
and its affiliated clinics in Indianapolis, and Brigham and
Wnen' s Hospital and Partners HealthCare Systemin Boston

MA ),[7-9] the reliability of these systens is nothing |ike



that offered by the systens of conpani es outside of
heal t hcare, for exanple Federal Express.[10] These

organi zations all have had good financial performnce,

whi ch has given them an edge in their |ocal markets, though
their goal has not been to spread. 1In addition, all their

i nformation systens were “home-grown,” and di ssem nating
them has proved difficult even to small hospitals within
their owm networks. An exception has been the Veteran's
Adm ni stration information system which is an inportant
nodel of integration. Information technology that results
in better clinical quality has not played the sane role it
does in other industries for several reasons. One is that
fee-for-service reinbursenent did not reward efficiency.
Another is that care delivery is so granular; nuch of it is
delivered by not-for-profit organizations and there are not
just a few dom nant players as in other industries.

Finally, in this unusual market, the healthcare |IT vendors
have had strong incentives to retain their customer base
and avoid interoperability.

Nonet hel ess, excellent I T and high-quality health care
are closely linked. Al of the healthcare organizations
menti oned above are recogni zed as quality | eaders due to
excel l ent clinical outconmes, which have been achieved in

part because of their information systens. Furthernore,



t he organi zations’ information systens have several conmon
threads: all provide near-imedi ate access to a wi de array
of information including nearly all clinical results; they
are highly integrated; they provide clinical decision
support; they have both inpatient and outpatient data with
differing views for each; and they facilitate measurenent.
Buil ding the “pyram d” of clinical information systens
begins with a master patient index and results retrieval.
These buil ding bl ocks are necessary before higher |evel
applications are introduced. One especially inportant
hi gher-1 evel application is conputerized physician order
entry, in which providers wite orders including
prescriptions using conputers.[11] Conputerization of
ordering is inportant because nost actions in health care
follow an order; conputerizing this process allows
provi sion of real-tinme decision support to providers, for
exanpl e inpl enentation of guidelines and critical pathways.
Anot her application that is extrenely inportant for
delivering decision support is a programcalled an event
nmonitor, which sits over a database and can provide
notification when an inportant event is found (for exanple,
a markedly el evated serum sodium |l evel).[12] Even nore
chal I engi ng than conputerizing ordering or building an

event nonitor, especially in the inpatient setting, is



conputerizing the medical record, especially capturing of
notes in real tine. CQutpatient electronic nedical records,
in contrast, are relatively easier to inplenment and many
exanpl es of well-devel oped outpatient records exist.[13]
Many benefits can be realized with the addition of each of
t hese buil di ng bl ocks.

Unfortunately, the industry normin U S. clinical
i nformati on systens includes only the base of the pyramd,
if that. While nost hospitals now do have both a naster
patient index and results retrieval available for sone
tests for individual patients who had tests done at a
specific institution, views across institutions are rare,
and many results are not incorporated. Building a naster
patient index is challenging in the U S. because of the
absence of a unique identifier, and building and
mai nt ai ni ng such an index is |aborious. Many lab tests are
performed at “outside” |aboratories, and because of this
| ack of integration such results are generally unavail abl e
via the informati on system as may be the case w th unusual
tests |ike el ectroencephal ograns. While inmages of a
vari ety of types including radi ographs and
el ectrocardi ograns can now readily be displayed,[14] such

i mages are typically not yet accessible to providers.



More inportant, nost hospital systens provide little
or no clinical decision support to providers. dCinica
deci si on support takes many fornms—ncl udi ng passive displ ay
of information such as the |ast digoxin | evel and potassium
in a patient receiving digoxin; rem nders—or exanple, that
a mamogramis due; alerts—that the hematocrit is falling
rapidly or that the patient has an allergy to the
prescribed drug; and gui deli nes—suggesti ons about orders in
a patient with a suspected nyocardi al infarction. Asking
providers to deliver today’s conplex care w thout such
assistance is |ike asking a comercial pilot to fly with no
instrunments, given the vast array of information and
knowl edge that providers nust handle. One reason that such
clinical decision support is infrequently delivered is that
today’ s subsystenms—for exanple, the |aboratory and pharnmacy
systens—do not have good interfaces and thus cannot readily
conmuni cate with each other. This lack of comunication
makes extracting inportant information and providing
clinical decision support vastly nore difficult than it
needs to be.[ 15, 16]

Furthernore, the inpatient and outpatient systens in
nmost heal thcare systens are di sconnected. Rarely can
provi ders access outpatient nedical information fromthe

i npatient setting, or vice versa. Yet this information is



10

absolutely pivotal to providing safe, efficient nedica
care; after all, a patient’s allergies are the sane both

i nside and outside the hospital. Covering for another
physician’s patient panel is vastly easier, safer and nore
efficient when their nedical record--especially their

probl ens, nedications, and test results—can be instantly
accessed. Transfers fromacute care to long-termcare or
home-care are also problematic; often little information is
transferred with the patient. |In general, outpatient care
is much nore fragnmented than inpatient care, and woul d
likely benefit even nore from conputerization and

communi cation of information than inpatient care.

The lack of electronic information also limts quality
reporting. Mbst organizations report externally for both
i npatients and outpatients using only clains data, as
required by state and federal agencies; this is sonetines
suppl emented by chart review. These clains data | ack
clinical detail, so that reports on Pap snear rates do not
take into account, for exanple, whether a wonman has had a
hysterectony.[17] Internally, organizations generally have
information that is somewhat better, although this
information is often sharply limted. For exanple,

organi zati ons may assess the rates at which groups of
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patients (e.g. with congestive heart failure) are conpliant
with a few guidelines using chart review.
How Qual ity I|nprovenent |Is Currently Done

Quality inprovenent in healthcare today is going on at
many |l evels, but is generally poorly coordinated.

Organi zations, practices, hospitals, and insurers all have
prograns intended to inprove quality, but many of these
prograns overlap, and nost are of marginal inpact.

Wil e the science of quality inprovenent has grown
dramatically in recent years, many relatively ineffective
approaches remai n the workhorses of change, especially with
regard to physician behavior. In particular, education
continues to be a mainstay, and is often carried out
through | ectures and newsletters. Wile this kind of
passi ve education clearly plays sone role, studies
repeatedly denonstrate that its effect is nodest and wanes
rapi dl y when di sconti nued. [ 18]

The other main strategies for changing physician
behavi or include feedback, financial incentives, rationing
and penalties.[19] Feedback—when given at all—is
typically aggregate and retrospective. Sonetines providers
do get lists of patients who are out of conpliance for a
certain neasure such as mammogr aphy, but these lists, while

useful, are often inaccurate because they are based on
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clainms data, and they cover only a tiny proportion of the

i ssues that m ght be addressed. Financial incentives (e.gqg.
capitation) and rationing (e.g. formularies) clearly work,
but are resented by physicians, and can be hard to
inplenent. Penalties create even nore resentnent, and are
general |y counterproducti ve.

A nore effective approach to changi ng physici an
behavi or appears to be provision of real-tine education and
f eedback while providers are delivering care using clinical
deci si on support. Such decision support inproves deci sion-
maki ng and adherence to guidelines,[20] and is generally
wel | -accepted by providers. It is nost effective if
delivered in concert with other behavior changi ng
appr oaches, including education and retrospective feedback.

Anot her highly effective approach for inproving
quality is to use industrial quality inprovenent techniques
to address and retool specific processes, generally with
mul tidisciplinary teans.[21] Many of the processes within
medi ci ne were never consciously designed. Judicious
introduction of IT into many of these processes may be
hel pful .

How Quality Is Currently Measured
Today, nost quality neasurenment within organi zations

is done using clains data, which lack clinical detail.
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Cases are aggregated using di agnosi s-rel ated groups (DRGs)
whi ch are assi gned post-hoc and may not accurately
represent patients’ clinical presentations. The outcones
nost frequently assessed are nortality, length of stay, and
charges (though increasingly costs are being neasured as
well). For nost conditions, nortality is sufficiently |ow
to be neaningl ess, and even for conditions wth higher
nortality organizations often do not perform severity

adj ust mrent because of the difficulty of doing so, although
i ncreasi ngly good adjusters are becom ng avail abl e. [ 22]
Length of stay can be decreased with enough focus and
effort, and it is useful for cost reduction efforts, but is
hardly a conprehensive quality neasure.

The vari abl es nost anenable to change are process
measures, and many have been associated with inproved | ong-
term out cones. [ 23-25] Exanpl es include door-to-needle tine
in patients with suspected nyocardial infarction, use of
appropriate antibiotics in patients with community-acquired
pneunoni a, and use of beta-blockers in patients with
cardi ac i schem a. However, such process neasures are
difficult or inpossible to extract fromclains data, and
costly chart reviewis typically needed in today' s system
As a result, nobst organizations nmeasure only a few of these

at one time, because of the high cost of doing so.
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Mor eover, for conplications or adverse events, the standard
is torely on self-report by providers, which dramatically
underestinmates the frequency of these events.|[26]

Even anong institutions which are |leaders in quality
measurenent, the current state of the art is to conpare
crude outconmes by condition fromclainms data, typically
usi ng resources such as the University Hospital Consortium
dat abase which includes information |ike |length of stay and
norbidity and nortality data.[27] Such conparisons can be
useful and result in identification of problens that can be
addressed in an organi zation (for exanple if high nortality
is identified in patients with comunity-acquired
pneunoni a), but these conparisons often aggregate di sparate
groups of patients, involve long lag tinmes and | ack
clinical detail. 1In addition, the data nay or may not be
used by those actually delivering care.

The recent interest in quality by payors and
regul ators has resulted in a nultitude of requests for
quality data, which is overwhelmng the |imted resources
of quality managers in nobst organizations, especially as
nost call for process data which organi zati ons do not have
at hand. Typically, healthcare has devoted a tiny fraction

of its overall revenues to quality neasurenent and
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managenent, so that it is not surprising that there is
little reserve
The Evidence on Quality and I T

Wil e increasing the use of IT in healthcare would
result in benefits in several domains, the quality benefits
wi |l probably be some of the largest. In particular, this
woul d i nprove the likelihood that processes will be
successful, and would allow delivery of evidence-based
deci si on support to providers, narrow ng the gaps between
evi dence and practi ce.

Many studi es now show t hat conputerization of
rem nders and prevention guidelines inproves adherence. [ 28]
Rem nders are especially inportant in the care of chronic
condi tions, which represent a | arge proportion of
expenditures.[29] Managenent of these conditions requires
tracking on the part of patients as well as excellent
comuni cati on between providers and patients regarding
tracki ng and deviations; this will be made dramatically
easier wwth IT.

It will also be possible to inprove safety in a
vari ety of ways by increasing the use of IT,[30] including
i ntroduci ng checks for problens, highlighting and
communi cating information about key abnormalities to

provi ders so they receive a rapid response, and
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facilitating comruni cati on between providers.

Communi cati on between patients and providers is al so
vitally inportant for safety, especially outside the

hospi tal . In one study of outpatient adverse drug events,
a |large proportion of events coul d have been prevented or
aneliorated with better comruni cati on between patients and
provi ders. [ 31]

Conpared to direct inprovenent, quality neasurenent is
even nore profoundly affected when information is stored
el ectronically in electronic nedical records, which are
vastly richer than clains databases. It becones possible
to routinely find patients with certain conditions, to ask
guestions about their recent |aboratory values, and even to
go through their notes to look for certain issues, |ike new
probl ens. [ 32, 33]

Finally, electronic records can be |linked with public
heal th surveillance. The events of Septenber 11 underscore
t he obvious need to inprove these |inks.[34]

The Financial Case for IT and Quality

Overal |, disappointingly few studi es have exani ned the
financial case for IT and quality, and doing so is
met hodol ogi cally chall enging. But in other industries,

i nvest ment was nade because it nmade sense, and not because

of random zed controlled trials.
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That being said, sone data are avail abl e, although
nost relate to individual features or applications. For
exanple, in a random zed controlled trial Tierney et al.
found that use of conputerized physician order entry as
conpared to paper ordering resulted in 12. 7% | ower charges
(p=.02) and 13.1% | ower costs (p=0.02).[7] They believed
that many of the benefits were seen because of delivery of
conputeri zed deci sion support at the tinme of ordering. Qur
group found that inplenmentation of conputerized physician
order entry resulted in a 55% decrease in the serious
medi cation error rate.[35]

In other non-clinical domains, for exanple in the
eval uation of electronic clains processing vs. nanual
processing, electronic processing will clearly have
benefits, although relatively few data are avail abl e.
Simlarly, changes that result in greater efficiencies in
patient and speci nen novenent, as well as decreased work
for staff, will likely be highly beneficial, although the
inpact is difficult to neasure.

To assess the overall costs and benefits of an
el ectroni c nmedi cal record system Kian [36] constructed a
cost-benefit nodel for a hypothetical conputer-based
patient record system planned for the M D. Anderson Cancer

Center, and predicted that over a 10-year period, the total



costs would be $54.5 million and the total benefits would
be $129.7 mllion. |In the anbulatory setting, Renner
performed a study of a 40-physician anbul atory care nedica
group and estimted a net present value for the EVMR system
of $279, 670. [ 37]

Less direct evidence conmes froma recent study
suggesting that organi zations that invest nore in IT are
nmore efficient.[38] The “nost wired” hospitals had | ower
medi an expenses per discharge and greater productivity, as
measured by full-tinme equivalent staff (FTE) per adjusted
occupi ed bed, paid hours per adjusted discharge, and net
patient revenue per FTE. However, differences in clinical
outcomes were less clear: in cardiovascul ar di sease and
obstetrics, the “nost wired” appeared to perform better,
but were simlar wth the nation’ s average across the other
4 categories studied.

Taken toget her, these data suggest that benefits can
be denonstrated for specific applications and donai ns.
However, many benefits will take tinme to be realized, and
may accrue across a sufficiently broad range of areas that
it will be hard to attribute themdirectly to changes in
| T. Nonethel ess, the aggregate data do suggest that better

ITin healthcare, as in other industries, is associ ated

18
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with greater efficiency and will be associated wth higher
quality as well.
How Recent Changes Including the Internet Affect the
Equat i on

Several recent changes in information technol ogy nake
rapid adoption of IT in healthcare especially attractive.
One is that the cost of conputer processing continues to
decline. Another nore profound change is the Internet,
whi ch essentially represents an i nexpensive, broadly
distributed platformthat is ubiquitously available, even
to small or geographically renpte sites. This nakes it
possible to distribute informati on and know edge at very
| ow costs. This will affect the delivery of software and
data for quality inprovenent, neasurenent, and research
For exanple, in one |large on-going study, investigators
have set up an approach in which identifiable data remain
| ocal due to privacy issues, but anal yses are conducted
centrally using deidentified data. Mrrored code is sent
out to individual sites via the internet to mnimze
progranmm ng burden.[39] Finally, handheld devices w |
i ncreasingly all ow extension of desktop systenms and will be
used for many routine tasks such as capturing vital signs
or adm ni stering nedications.

Vi sion of Quality |nprovenent
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The high-quality health care information systens of
the future will be vastly different fromthose of today.
Longi tudi nal nedical records will allow tracking of
patients’ conditions and nedications so that providers in
energency roons and hospitals will have detail ed
information at their fingertips. dinicians will docunent
using structured tools that allow capture of patient
synptons, clinical findings, and the physician’s
assessnment. The interdisciplinary teans that nanage
patients with chronic conditions will be able to track
their panels, and seam essly exchange information. Wen
patients are admtted to a hospital, they will be tracked
fromthe instant they enter the hospital until they |eave.
Because di agnoses will be entered early, guidelines wll be
made available to providers. It will be easy to see where
a patient physically is at any tinme, where they are in
their hospital course, what their treatnent is, and whet her
guidelines are being followed. In one controlled trial
sinply posting the expected |l ength of stay for patients by
condition resulted in a decreased | ength of stay,[40] and
this sort of thing will be done routinely in a variety of
clinical situations. Both patients and providers will have
a better sense of what will occur and when, and this w |l

result in higher satisfaction in both groups. When
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patients | eave the hospital, their information will go with
themto the teamresponsi ble for post-hospital care. This
systemw || include safety nets that are not present today
(so that if a patient does not arrive in clinic after a
hospitalization, soneone will go | ooking for them. Such
nets are conspi cuously absent in today’ s system

Much of the quality inprovenent that is done wll
revol ve around refinenent of specific processes, for
exanpl e the process of getting a patient through a cardiac
catheterization, the nedication process, or the process of
dealing with diabetic outpatients with poor glycemc
control. Teans will have not only the information they now
have, but also detailed tinme data, information about how
often processes fail or are delayed, and information about
the outconmes of processes. They will also have better
out cone data, which patients will provide.

Patients will be a much nore active part of care.
They will have much nore information and control, and wll
interact with the healthcare system outside of visits much
nore than is usual today. Self-managenent will be the norm
for chronic conditions.[41] Al of this will be facilitated
by IT: by patient websites that allow themto interact with
their providers, by integrated networks within healthcare

organi zations, and by electronic records that are the



backbone for these functions. Thus, diabetics will enter
gl ucose and bl ood pressure results on their website,
recei ve suggestions regardi ng changes in nmanagenent to
i nprove their control, and be notified when they are
overdue for preventive neasures |ike eye or foot exans.
Vi sion of Quality Measurenent

Qual ity nmeasurenent depends even nore on use and
integration of information technol ogy than does quality
i mprovenent. In the future, it will becone routine to

measure quality on an on-going basis for many conditions

22

and processes, and this neasurenment will take place as care

is provided and be integrated into the fabric of routine
care. For exanple for a patient with a nyocardi al
infarction, the tine they are first seen by energency
technicians, the tinme they arrive at the enmergency

departnment, and the time they get to the catheterization

| aboratory will all be routinely logged. 1In addition, the

ti me when many key nedications were given wll be recorded,

as wll a nunber of key historical and physical findings.
Nur ses and physicians will chart using tools that capture

key data in structured format. This will facilitate both

clinical care and research, so that, for exanple, patients

wi th cardi ogeni c shock can be rapidly identified and
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of fered the opportunity to participate in controlled
trials.

Gathering these types of data will then dramatically
facilitate process inprovenent, because it wll be possible
to address issues of variation, and to determ ne where
del ays and suboptimal outconmes are occurring. Risk-
adj usted conparisons within and anong institutions will be
possi ble, which will allow overall inprovenent |ike that
whi ch has been achieved by a few isol ated groups such as
t he Northern New Engl and Cardi ovascul ar Col | aborative. [ 42]
Barriers to Change

Per haps the nost difficult and problematic barrier to
adoption of quality-related IT is that incentives for
adopti ng such changes are | acking under the current
rei nbursenent system For exanple, under fee-for-service
rei nbursenent there is no financial incentive for hospitals
to reduce adverse event rates. Even under prospective or
capi tated rei nbursenent, justifying investnment in
technology that will result in longer-termbenefit may be
hard for capital -strapped organi zations. In contrast,
technol ogi es |i ke magneti c resonance imagi ng scanners
result in billable services and hospitals have had no

troubl e nmaki ng these investnents.
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An additional issue with the current reinbursenent
systemis that providers are not reinbursed for care that
occurs outside encounters. Reformof the paynent systemto
reward such care is badly needed.[1] Also, support for
collecting quality neasurenent data is necessary.[43]

Legal issues relating to this area also represent an
i nportant barrier. For exanple, the Stark | aws make
difficult sonme coll aborations that woul d be beneficial, for
exanple for an integrated delivery systemto support
i npl enentation of electronic records in affiliated
physi ci an of fices.

Anot her probl em has been that information systens are
hi ghly conpl ex, and provide uncertain return on investnent.
Because of the conplexity of information systens, an
organi zation wll generally be best off devel oping a | ong-
termrelationship with one or a few vendors because of
i ssues relating to connectivity. Because of this, the
approach of vendors in this domain has been to devel op non-
standard software, and to hold tightly to its client base.
Making a transition fromone vendor to another today is
difficult because of the |ack of standards.

A further key issue is the wde array of healthcare
organi zations and the highly disparate nature of groups,

rangi ng fromsolo practitioners and small hospitals to
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| arge hospitals and large integrated delivery systens. A
solution that is effective in a |arge hospital nmay not work
in a much smaller one. However, the internet should nake
it possible to deliver applications to a wide array of even
geographically renote sites at | ow cost.

A further barrier relates to privacy, confidentiality
and security of health information. Today’'s |aws regarding
these issues relate nainly to a paper world and are
i nadequate.[44] Wile the Health Information Portability
and Accessibility Act (H PAA) begins to address sonme of the
rel evant issues, nmuch remains to be done. Thus, while
additional legislation is needed, it nmust be crafted in
ways that make a revolution in healthcare information
possi bl e, and do not paralyze this revol ution.[45]
Specifically, it mght becone extrenely difficult to do
clinical research if new legislation is too restrictive; to
address many issues, access to |large populations is
critical. Technically, it is feasible today to ensure data
safety, but nmuch work is needed in this domain to devel op
| aws and regul ati on that adequately bal ance privacy
concerns with the quality benefits that may be realized
t hrough use of health information.[46]

Policy Inplications



To achi eve the changes nentioned earlier, at |east
five policy areas are especially inportant: standards,
incentives, security and confidentiality, professional
i nvol venent, and research. Devel opnment of a Nati onal
Heal th Information Infrastructure—as di scussed by Det ner
in the acconpanyi ng paper-—<ould dramatically facilitate
progress in all these domains.[47]

Standards. An absolutely pivotal early step is
establ i shment of national standards for key nedica

domai ns, includi ng nessagi ng, problens and conditi ons,

| aboratory and radi ol ogy data, nedication data, and

pat hol ogy results.[47] Until recently, adequate standards
were not avail able, but that has rapidly changed, and a
nunber of other nations including England have taken the
approach of establishing national standards, requiring that
if vendors want to participate in delivery of information

t echnol ogy, they nust adhere to these standards.[48] This
makes it possible for a market to continue to function, but
under certain rules (anal ogous to setting up a rule for a
di scussion that everyone can talk as long as they speak
Engli sh).

| ncentives. Probably the nost inportant step in achieving
this vision is to establish incentives that make it

attractive for organizations to invest in information
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technol ogy. While non-financial incentives will play sone
role (for exanple, giving organizations special recognition
if they inplenment certain processes, or can denonstrate

t hey have excell ent outcones), financial incentives are
likely to be nore inportant for achieving maj or change.
These could take the formof grants, tax credits or |ow
interest | oans to organi zations maki ng major investnents in
areas that have been denonstrated to inprove care. Another
option that has been suggested is differential paynment

scal es dependi ng on whether or not a technol ogy such as
conputeri zed physician order entry is in use or not, which
has been recommended by the Medicare Patient Advisory
Comm ssi on. [49] Exanples of the type of financial
incentives already in play that could provide good starts

i nclude | egislation already under consideration by
Congress. The Medication Errors Reduction Act of 2001,
introduced to the Senate by Senators G aham and Snowe, has
been introduced also in the House by Representatives
Hought on and Thurman.[50] This proposal woul d provide
nearly $1 billion of funding over 10 years for hospitals
and skilled nursing facilities to purchase information
technology to i nprove nedication safety. Another bill, the
Health Information and Quality I nprovenent Act of 2001,

woul d provide $420 million to help hospitals devel op and
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use information technol ogy that can reduce the frequency of
medi cal errors.[51] However such support would not be
sufficiently broad-based, and would not substitute for
devel opnent of a National Health Information

I nfrastructure.

Non- gover nment al groups--especially purchasers, payors
and regul atory agencies--will also play extrenely inportant
roles in devel opi ng incentives and encouragi ng health care
organi zations to inprove quality and adopt safe practices.
For exanple, the Leapfrog group,[52] a coalition of the
nation's | argest enployers, has identified three practice--
conputeri zed physician order entry, evidence-based hospital
referral for high-risk procedures, and intensive care unit
physi cian staffing--that they believe will substantially
i nprove safety. Although there are issues with each, many
organi zations in the areas they have targeted are actively
consi dering adopting these practices, and this is likely a
result of their activities.[52] Payors can adopt
contracting and rei nbursenent strategies that reward
organi zations that use IT nore effectivel y—for exanple,
submitting clainms electronically. Regulatory agencies can
ask for quality neasurenent data that are neani ngful

standardi zed and are nore readily gathered el ectronically.
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Security and Confidentiality. Security and confidentiality
in information technol ogy al so represent an urgent concern.
The Health Information Portability and Accountability Act
(HI PAA) begins to address this area,[53] but has many

probl enms which will need to be resolved, specifically
concerning the nature of the boundaries regarding what is
perm ssible and what is not; if interpreted broadly, H PAA
could make clinical research nearly inpossible.[47] Mre

legislation will be needed to strike an effective bal ance.

Prof essional |nvolvenent. Physicians, nurses, pharnacists
and ot her types of health care providers all need to becone
nore involved in advocating for and developing IT in
heal t hcare and el ectronic nedical records. This is an

i ssue both at the local level (within institutions and
anong comrunity practitioners) and for professional and
organi zati onal |eadership groups. Wile sonme groups such
as the Anerican Acadeny of Fam |y Physicians have led in
this area with their work on el ectronic nedical records,
nore often such professional groups are behind in this
area. To deal with this, nore attention, including
funding, will need to be directed at this area. To be

ef fective, devel opnent and i npl enentati on of new
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i nformati on technol ogi es nust speak to the mnute-to-mnute

needs of all types of providers.

Research. Finally, while a great deal is known about what
works regarding using IT to inprove quality, much remains
to be |l earned, especially regarding inplenentation and
di ssem nation of systens. Key questions renaining include
how best to deliver clinical decision support, how nuch
adj ustnent of guidelines is needed for l|ocal inplenentation
to be successful, how clinical information systens can best
be i nmpl enmented and di ssem nat ed—especially to snal
hospital s and communi ty-based providers, how patients can
best be involved nore than they are, and the role of the
I nternet and ot her new technologies in this revol ution.
Sunmary

Heal thcare in the U S. today is inefficient, error-
prone, and of variable quality. Information technol ogy has
the potential to substantially inprove care by bringing
deci si on support to the point of care, by providing vital
i nks and cl osing “open | oop” systens, and by all ow ng
routine quality neasurenent to becone reality. Achieving
this potential will be challenging, and is far from
guaranteed, but it is possible. If it is to occur,
substantial investnment will be needed to gal vani ze this

change, probably in large part fromthe federal governnent,
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wi th devel opnent of a national health information
infrastructure representing the nost inportant piece of the

puzzl e.
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